Koncnexr ypoka Gesonacuocrn B HuTepuere
(1715 npoBegenust 3aHATHIL B o6meo6pa3oBaTebHBIX
yupexaenusax B 2021-2022 ropax).

Ypox npedcmaensemes yenecoobpasnvim NPOBOOUMb Y YHAUUXCE MAAOUUX,
CPeOHUX unU CMAapwux K1accos, Oenas axyewm Ha naubonee AKmyanbHuIx
npobremamuxax ons kaxcoozo eospacma.

BBE/IEHUE

HoOpeiii nens! Ceromust s Xo4y IIOrOBOPHTE ¢ BaMm npo obecneveHue
0e30macHOCTH B MHTEpHETE.

Texnudeckoe ofecneyeHHe NONMUMM HE CTOMT Ha MECTe, 4 MOCTOSHHO
006HOBIIsETCS, BMECTE C IPOIPECCOM BCErO Yel0BEYeCTBa. Hudopmaunonnsie ueHTps,
6a3bl 1aHHBIX, KOTOPhIE XPAHST BCE CBEJCHHS B LIH(BPOBOM ¢dopmate U sBISIOTCS
cerofiHs (yHmameHToM MIs paboThl [OJMIMHM, CO3MABANHCH B  OC/HELHUE
AECATUIIETHS, ¥ AKTHBHO ()YHKUHMOHHPYIOT B HacToswee Bpems. PaGora MBJI Poccuu
Craja BBICOKOTE€XHOJIOTHYHOH, MNOJNMUECHCKHE Tenepb pacCleAylOT HE TOJBKO
TNIPECTYTUIEHHSA, COBEPUICHHBIC (DU3HYECKH, B PpEAIbHOM MPOCTPAHCTBE, HO M
3nonesHus B ceTH VHrepHer. Takue npaBoHapywenus npemycMorpens: I nasoii 28
Yronosxoro Konekca Poccuiickoii ®enepanuu, Mbl Ha3bIBaeM UX «IPEeCTYIICHUAMH
B cpepe KOMNBIOTEPHOM HHpOpMaLUKY.

Kak Tonsko mossuics Takodl Bua mpectynsoctd, B MBJ] Poccun cosmano
CelHaNbHOe TMOJpasjieieHHe M0 MPOTHBONCHCTBHIO HE3aKOHHBIM  JesHUSM,
COBEpILEHHbIM B C)epe KOMIMbIOTEPHOH HH(pOpMaumu - Ynpasnenue «K». Moxere
3alTH Ha Hall OQUUMAIBHBIA CAiT U IOCMOTPETh AMATKHA [/ AeTel U B3POCIBIX —
OHH O4€Hb HHTEepECHbIe, H, INIaBHOE, TI0JIe3HbIE.

KomneioTepHas rpaMOTHOCTE — HEOOXOAUMOE YCIIOBHE BOCITUTAHUSA YeI0BEKA B
XXI Bexe. HHpOpMauMOHHBIE TEXHONOTMH SBIAIOTCS HEOTHEMIEMOH YacThiO
coBpeMeHHOro obmectBa. B Poccuu Gonbuie 80 MUITMOHOB YelOBEK BHIXOLSAT B
MHTEPHET KaXIbIH N€Hb, W 3HAYMUTENLHYIO YacTh W3 HHUX COCTAaBJIsETE MUMEHHO BBI
H Apyrue pedsTa Baulero Bo3pacra.

WHTepHeT — yHHMKalbHasd peaNbHOCTh HAIIero C BaMH  BpPEMEHH.
310 Ge3rpaHHMuYHBIH MHP MH(OPMAlLMH, B KOTOPOM €CTh KaK pa3BlleKaTeNlbHBIE H
MIPOBBIE NOPTAJIBL, TAK U MOJE3HbIE CBEAEHHs s yueObl U pacIiupeHus Kpyrosopa.
HmeHHO ¢ MOMOWIBIO MHTepHETa MbI OGLIAEMCS CO CBOMMH APY3bSAMM B PexHMe
OHJIaﬁH, BCTYyIIacM B COOGIHGCTB& I10 HHTEpeCaM, NeJIMMCA MNOCIeAHHUMH HOBOCTAMMH,
BECCJIMMCA H JclacM JOMAaUIHIOK paﬁory. HupiMu CJIOBaAMH, HHTEPDHET — 3TO
HH(OpPMALKs, ONepaTHBHO ofecneyMBalollas BAllM €XEAHEBHbE NOTPeGHOCTH M
AOCTyNHas B II0OOH MOMEHT.



OpHako noNMUEHCKME BBIHY)KIEHBI INpeaynpexnars o6 OomacHOCTAX
BUPTyaibHOTO Mupa. OnpenesieHHas 4acTh M0Jb30BAaTENeil CETH MLIET B MHTEPHETE
He JIpy3eH, a CBOMX XepTB.

BaxHo o6e3onacuts ce6s U CBOMX GJIM3KHX OT NPECTYIHBIX HAMEPEHHH APYTUX
mojei. HexnobpocosectHble rpakiaHe (MOIICHHHKH, HApKOIWIEPHI, MCHXHYECKH
HE3A0POBbIE JIIOAH) MO-CBOEMY OLIEHHBAIOT BO3MOXXHOCTH HHTepHeTa. Beas MMeHHO
CeTh 3a4acTylO J1aeT BO3MOXHOCTh MPECTYITHHKAM JIeHCTBOBATH AHOHHMHO, [103TOMY
HeDe30MacHoe MOBECHHE B HHTEPHETE MOKET HAHECTH BPe/l BaM, BalllUM POJIHBIM K
O6nm3kuM.

Heobxomumo cebs 06e3onacuts — 1Uist 3TOro JOCTATOUHO CEPhE3HO OTHECTUCH K
npobiieMe KHOepIIPECTY IHOCTH | COOMOAATE IPOCTHIE PABMIIA, O KOTOPHIX 5 CErOHS

paccKaxy.
1. 3JALLIMTA MOBWJIBHBIX YCTPOUCTB

Haunewm ¢ npocroro Borpoca, ¢ HOMOLIBIO KAKUX YCTPOMCTB BbI, KaK NpaBuo,
BBIXOJIMTE B HHTEPHET?

(cmapmepon, nnanwem, Hoyméyk, nepconansuwiii KOMRblomep, YMHble 4acel)

BesycnosHo, a1o Tak. Ham yn06H0 HaxoauTs uudopManmio UHTEpHeTe yepes
3TH YCTPOHCTBA B 1IEPBYIO 0Yepe/ib II0TOMY, YTO OHM HeGOMNbIIKe, YA0BHEIE, CTHIbHbIE
H, KaK HH CTPaHHO, UMEIOT 3KpaHbl. Ho HaBepHsika BaM W3BECTHO, YTO yIKe celuac ecTh
XOIOAMIIBHHKH, YaHHUKH, yMHBIE KONOHKH, YTIOTH, TEJ€BU30PhI, KAMEPHI, KOTOpbIe
TOXE MOTYT UMETh JIOCTYIl K UHTEPHETY.

BosHnkaer npobnema: ecii Tak MHOTO YCTPONCTB M3 Haulelf MOBCEIHEBHO
KHU3HH UMEIOT WK OyIyT UMETh AOCTYIl K WHTEPHETY, Kak HaM 3alllMTHTBCSH OT MX
B3/IoMa? Benb OHHM, Kak MpaBuio, NOAKIOYEHs! K noMamHel Wi-Fi CeTH, a 3HAYUT,
3apaXeHUE CMOCOOHO PaclpOCTPaHHTBCA HAa BCE YCTPOMCTBA, MOAKIIOYEHHbIE K
KOHKPETHOMY poyTepy. OZHO3Ha4HOIO OTBETA Ha ITOT BONPOC CefYac HeT HU Y KOro.
MHorse 3KCnepThl CYMTAIOT, YTO HHTEPHET BeIell MOXKeT KaK BBIBECTH Haury
LIHBHIH3ALHIO HA KAYECTBEHHO HOBbIH YPOBEHb, TaK U IOIPY3HTH €€ B Xaoc.

Ho noyemy Mbl Hauanu pasroBop MMeHHO ¢ 3Toro? Bce npocTo: MHEe OBl
XOTeNloCh OBl €llie pa3 HallOMHHUTh BaM GaHAIBHEIE, HO BAXKHBIE HCTHHBL JUis 3amutel
ce0s ¥ CBOMX ralkeToB OT BTOPKEHHS:

Hcnoab3yiiTe ciioxkubie napon.

CratucTiika roBOPUT O TOM, YTO JIHOJM HE CIAMMIKOM-TO 331y MBIBAIOTCS O CBOMX
NapoJisX, 4acToO CTaBAT OJMH H TOT e Napojib Ha MHOXECTBO CAlTOB M COLIMATBHBIX
cereii. Mckmounte uenons3oBanne napoeif 1o yMOI4aHUIo H He COXpaHAHTE naponu
B BalIMX rajpkerax v Opaysepax. [la, ato He Bceraa yno6Ho, HO MBI Jke XOTHM, YTOOBI
HalIK yCTPOHCTBA ObLIM GesonacHbiMH? Kak Bbl CuMTaeTe, Kakue JBa Mapois 40 CHX
[Op OCTAIOTCH CaMbIMH TIONYJIAPHBIMH B MHupe? BepHo, «123456» u «qwerty».
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Hazerocs, 4To BBl HCTIOTB3yeTe Gosiee CIOKHBIE BAPHAHTHI, Be/Tb noxo6pathk npocToi
Napoik  3NMOYMBILUICHHUKY ASHCTBMTENBHO HE JOCTAaBAT TpYJa. Perynsipuo
OCYLIECTBIAHTe CMEHy Maponeif U HUKOMY MX He coobuaiite. [Tapons gomxen
CoZepxarh coueTaHHe LU(p, NPOMHUCHBIX U CTPOUHBIX GYKB, a TAKXKE CHELHATBHBIX
cuMBonoB. He ucnonbsyiite oauH U TOT e apoib Ha KaKIOM calTe, KOTOPBIi BbI
nocetaere.

Bel pe3oHHO MOXeTe MHE BO3pasuTh: Bce 3TO, KOHEYHO, 3JI0pOBO, HO KakK i
3aTIOMHIO CTOJIEKO Pa3HbIX, CI0XKHBIX NApOJIeH A1 pa3ii4HbIX akkayHToB? Mot coBer
TaKoB: MONB3yHTECh MEHEKepaMy napoei. X MOXKHO ckayaTh KaK Ha KOMITBIOTEPHI,
TaK ¥ Ha CMapTOHBI, B HUX HECTIOXKHO 3aPErHCTPHPOBATHCA M BHECTH CBOH napoJiy.
Y 206CTBO 3THX NPOrpaMM 3aKITHOYAETCS U B TOM, YTO NpH GHKCALHKE MOIIEHHHYECKOM
4TaKH OHH aBTOMAaTHYECKH MEHSIOT BCe COXpPaHEeHHBIE NapOIIH.

B nononuenne k napomo Heo6X0mMMO MOIKITIOYMTS ABYX(aKTOPHYIO
ABTOPH3ALHIO — KOr/ia BbI Oy/ieTe BBOJMTh PErHCTPAUMOHHBIE AAHHBIE /U1 BXOJA Ha
CTPaHHLYy COLMAIBHOH CeTH MM B MECCEHKep, BaM JOMONHUTEIBHO npuaeT
SMS-coobienue ¢ koaom HocTyna. 1o 3aiiMer numenue 10 CEeKYHI, HO MOXeT
obe3onacutk Bac OT GONbIIKX MPobiieM B byaymem. Taxas TexHonorus npuuuia us
GaHKOBCKO#M cdeprl, HO Bce BbI 3HaeTe, 4TO B HAcTosllee BpeMs M BkouTtakre,
u TikTok HacTOATENBHO MpeasaralOT 3aMMIIATH CBOM AaKKayHThl UMEHHO TaKuM
obpaszom.

Honk3yiiTech aHTHBHPYCHBIMH NPOrpaMmMamHu.

W BHOBE GaHanbHBIN, HO BaXHBIH COBeT. Jlio6oMy KOMMBIOTEpY MIH rajKeTy
MOTYT NIPUYMHHTE yiepd Bpe10HOCHBIEe NporpaMMbl. OHE B COCTOSHUH CKOIMPOBATH,
TIOBPEANTE MM YHUYTOXHUTE BaXHYIO MH(QOPMALHMIO, OTCIEANTh BAIUM NeHCTBHS M
AXKE YKpacCTh JNCHeKHBIE CPe/ICTBA. VX HA3BIBAIOT «YEPBH», (TPOSHBD, «LUITHOHBIY,
HO CyTbh OZHA — BCE 3TO BUPYChI. ISl 3aLUMTHI KOMIIBIOTEPA HA HEM YCTAHABIHBAIOTCS
CHCLHATBHBIC 3ALIMTHBIE NMPOrpamMMbl U GHIBTPLL MCMonB30BaTh MOXHO TONBKO
THIEH3HOHHOE NpOorpaMMHoe obecrie4eHHe ¢ aKTyanbHBIMH OGHOBIeHMSMU. Taioke
HEJIb35 ZI0MYCKATh UCTEUEHHUA CPOKA IeHCTBHA BAILIEro aHTHBHPYCA — B TAKOM cily4dae
oH Oyner paboTaTh HeaPeKkTUBHO.

He crouT ckaumBate nporpaMmsl ¢ HEMOHSTHBIX CalTOB, OTKpBIBaTh H
COXpaHATH MOJO3PHTENbHEIE (DAHIIbI, OTBEYaTh HA 3arafo4HbIe pacceuiki. M rnaBroe
- He TIoCceIaiTe CaifThl C COMHUTENBHOM penyTanuei, KOTOpbI€ BbI3BIBAIOT Y Bac (Miu
Y BalleH aHTHBHPYCHOH NPOrpaMMsl) 10Z03PEHHA.

Hymalo, Bce BBl CMOKETE HA3BATh HECKOJIBKO @HTHBHPYCHBIX MPOrpaMM s
komnbioTepa u cMapTdona. Keratu, BosBpaiiasce K Hamemy PasroBopy Npo HHTEPHET
BEILIeH: ecin y Bac ecThb nomamnsas Wi-Fi ceTs, moaxmounTe pOyTep K CTallMOHAPHOMY
KOMIBIOTEpY HIH HOYTOYKy mo nposogam. Torma Beck Tpaduk noizer uepes
YCTPOHCTBO,  aHTHBHPYCHOM Nporpamme GyeT Jierye 0TpaxkaTh aTaKH MOIEHHHKOB,
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Hukomy He nepenasaiiTe cBOM KOHQHICHUMANbLHbIE JaHHBIE U CJIEAHTE 34
«uHPPOBLIM ceaoM».

310 MOTyYT OBITH JIOTHHBI, TAPOJIH, JaHHBIE GAHKOBCKMX KapT, CBUAETENBCTBO O
POXKIEHHH, NACIIOPTHEIE aHHBIE, NHYHbIe doTorpaduu. Takue «iudposie crenbn
TAHYTCS 332 BAMH BCIO JKH3Hb, MOT'YT HABPEIUTh HA MYTH K AOCTHXEHHIO NOCTABIEHHOM
uenu. MrHopupyiite B MHTepHETE MOJ0GHBIE 3a1pockl. BaxkHo 3anoMHUTH npaBuiio:
«JloKyMEHTBI BCer/la XpaHATCS B Cerdey.

[udpposoit cnen - yunkanbueni HaGop aeiicTeuit B MHTepHere wiM Ha
uudpoBkIX ycTpoiicTBax. Bo BeemupHoii nayTtune 3to uH(pOpMaLMs, OCTaBlIEHHAs B
pesyibTaTe MpocMOTpa BeO-CTpaHHLL U CoOXpaHeHHas B Buie cookie-gaitios.

Eciu Bel myGnukyere kakyro-nu6o uHGOpMAnMioO Ha CcBOe CTpaHulEe B
COLMANbHOM CeTH, 00s3aTeNbHO NpPOBEPhTE HACTPOMKK KOH(MHICHUHAIBHOCTH Ha
camTe: yOGeZUTeCh, YTO JJaHHBIE He 0CTYMHbI JUIs IPOCMOTpA WMPOKO# myGiuKe.

To, 4To BBl MybnMKyeTe B HHTepHETE, OCTAHETCS TaM HABCErHa, JaXe €C/IH Bbl
YAQIATE 3TH CBCCHWA. YHMBEPCHUTETH W paboTOZATENd MPOBEPAIOT NPOQHIU
COMCKaTeNeH B COLMANBHBIX CETAX, MOITOMY YBEUTECh B TOM, YTO BEI nybnukyere B
VuTepHeTe, yMECTHO M HEe HaBpeaUT BaM B By aylIeM.

2. OCKOPBJIEHUS 1 HATIAJIKH B CETH UHTEPHET

JlaBaiiTe noroBopum 0 Tex, KTO yaille BCEro AOCTAaBJSET HAaM OropyYeHHe npH
obweHun B UHTepHeTe. DTO pasHOOOpasHbIe BPeIMTENH, [JIaBHAS Ieb KOTOPBIX —
YKOJIOTb Bac, HCIyraTh, OrOPYMUTh WK 3aCTaBUTh IPYOHMTH B oTBeT. CyllecTByeT Takas
Kareropys HHTEPHET-BPEUTe IeH — 3TO rpak/aHe, MMEIOIIHe NPECTYTHbIE HaMepeH s
B OTHOLICHHH BAC JIMYHO, WIH MPOCTO 37ble JIIOJM, BBIXOAALIME CHAYANA 3a IPaHb
BOCIIMTAHHOCTH, @ 3aTE€M H 3a 'PaHb 3aKOHA.

Cambiii pacripocTpaHeHHBIH BHI XyJIHTGHCTBA B CETH — 3TO TPOJUIHHT.

Tpoanuar — dopMa NpoBOKALMH WM W3LEBATENbCTBA TPH OOLICHHH
B WHTEPHETE, WCIMOJIB3YIOWAACH MOABMH, 3aHHTEPECOBAHHBIMM B Y3HABAaGMOCTH,
myOnuYHOCTH, 3nataxe. [IpsAMyl0 aHanoruio M3 OOBIYHOM KM3HU Ui SBNEHUs
TPOJUIMHIra TOA00paTh Henerko. bBimxalimie MOHATHA — 3TO0 MCKYLIEHHe,
NPOBOKALMSA H MOACTPEKATEIbCTBO — TO €CTh CO3HATENbHbIH OOMaH, KJIeBeTa,
BO36YK/IeHHe CCOp U Pa3opoB, NPHU3LIB K HeGIaroBUAHBIM AeHCTBHAM.

TepmuH «TPOJUIMHI» MPOMCXOMHT M3 CJIEHra YYaCTHHKOB BHPTYalbHBIX
coobmects. Ilenb Tpomis - moaGPOCHTE BaM TaKylo HaKHBKY (0GHIHOE CIOBO,
HacMellIKa, 0CKopOiieHue), YTOO! BBl €€ 3arIOTHIIH (HaYali pacCTpanBaThCs, IHCATH
pyraresibCTBa B OTBET). AHOHUMHOCTb B CETH MO3BOJISIET TPOJUISAM HPEACTABIIATS cebst
COBEPIUCHHO JPYTHMH ¥ ObITh yBEPEHHBIMH B CBOEH G€3HAKa3aHHOCTH, [I03TOMY OHH
MULIYT U A€NAI0T TaKHe BellH, KOTOPhIe B PeasIbHOM XH3HU HUKOrAA Obl He PHCKHYIIH
COTBOPHTb B NPUCYTCTBHM ONMOHEHTA. [0 NpU4YMHE KaKk HEW3BECTHOCTH, TaK M
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HEIOCATaeMOCTH, TPaBHTb, OCKOPONATL M NPOBOLMPOBATH IMONEH, KAXKETCH MM
3a6aBHBIM 3aHATHeM. Kak NoOKasblBaeT NpaKTHKa, GOJbIIE MOJOBHHBI CETEBBIX
TpYOHSIHOB SBISIOTCA NETBMH, CKY4YalOLIMMHM B WHTEDHETE WIM He JaislIUMH CO
CBEPCTHHKAMH.

3amoMHHM NPOCTOE NPABUJIO: HE HAZ0 KOPMHTB TPOJLIEH, 3TO GecCMBbICIEHHO.
Eciu BbI 3aMeTHIIH, YTO KTO-TO B CETH BEET Ce6st TAKHM 00pa3oM — BbI MOXKETE JIerKko
NMOOEINTH €ro: He CIIOPBTE ¢ HUM, HE NbITARTECh ONPAaBAATHCS WIH YTO-TO O0BACHUTS,
He obpalaiite BHUMaHHs. Bexb equHcTBeHHOE, YTO eMy HYXKHO — 3TO Ballla peakiius.
Kak TONBKO BBI mepecraHeTe pearupoBaTh — OH OYEHb ObICTpo mOTEpsieT K Bam
HHTepec. He z0cTaBuTh rpyOusiHy yI0BOIBLCTBHS BHAETH BAlll FHEB MK obuny Gyner
JIYYIIAM HaKasaHHeM, 0O ero wespb He OyaeT JOCTUrHYTA.

Hapaiite Oynem paspensTe TPOIHHT M IOMOp. be3ycnoBHo, HHMKTO He
3alpeluacT BaM UIyTHTb Hal CBOMMM IDY3bAMH, OOGCYXXIaTh B CETH BOIPOCHI,
He 00s3aTeNbHO WCTONb3Ys JIMTEpPaTypHbIi PyCCKH S3BIK. [Ipocto He nepexoamure
FpaHb: IOMOp HE [OMKEH NepepacTath B OCKOPONEHHS, XaMCTBO M OTKPOBEHHYIO
TPaBJLO.

I'opasno onachee curyauus, Koraa Bac HAYMHAIOT OOMIKATH JIKO/IH, KOTOpble
3HAIOT BAac JIMYHO. B ciydae, korja Bbl BHINTE, YTO NPOTHB BAC HAYHHAETCS
KOJUICKTHBHAS TPaBJId — HU B KOEM CJly4ae He paccTpauBaiTeCh U He 3aMbiKaiitech. B
CETH JIFOJIAM CBOWCTBEHEH CTa[HBIH MHCTUHKT, H MHOTHE M3 TeX, KTO BKIIOYAETCS B
TPaBJlio, JIMHO IPOTHB BAC HUYEro He MMeoT. OHM NPOCTO NOLIM HA TOBOIY Y
TPYIIIBI JIKOACH, H 3TO FOBOPUT O HUX 0YEHB KPACHOPEYHBO — 3HAYHT, Y HUX HET CBOETO
MHEHHS, OHHU ABJAIOTCA MOCIYIIHBIMH KYKJIAMH B YyXKHX PyKax.

Tebs HauMHAIOT aTakoBaTh B MECCEHIKEpax, COLMATBHBIX CeTAX W MOJIHbIX
npunoxeHusx? Tpebosate GoTorpaduu WM nepcoHalbHbe AaHHBIE, YyIrpOXarTh ¢
PasHOH apryMeHTauued, npoTHB Te6s OpraHu3yercs Ko/UIEKTHBHOE npeciaenosanue?
Ockop6iieHns, yrpossl, HCKaXkeHHe TBOMX H306paXkeHMi — Bee 3TO He Ge306HIHbIe
LIYTKH, 3T0 OynIuHr.

KnbepOyaanur — arpeccuBHoe npeciefoBaHue B CeTH Hurepret ogHoro u3
YJICHOB KOJUIEKTHBA CO CTOPOHBI OCTAJBHBIX WIEHOB KOJUIEKTHBA MM €ro YacTH.
I1pu Tpasiie xepTBa OKA3LIBAETCS HE B COCTOSHHUH 3AlIHTHUTE ceGsl OT HANATOK, TAKHM
00pa3oM, TpaBlisi OTIHYAETCS OT KOH(JIMKTA, € CHibI CTOPOH NIPMMEPHO DPaBHBI.
BynnuHr npusoauT x TOMY, YTO XKepTBa TepseT yBepeHHOCTh B cebe. Takke 510
ABJICHHE MOXKET NPHBOAMTbL K MCHXHYECKHM OTKJIOHEHHSM M SBHUTHCS NPHYHHON
KECTOKOH arpeccuu B CTOPOHY TeX, KTO 3aHMMAeTCs Tpasleii.

CyuiecTByeT HeCcK0/1bKO BHAOB KuOepOy IIHHra:

- Hananku: — noctosHeble — H3HypHTeNbHbIE  aTakM,  IOBTOPSIOLIMECSH
ocKopbuTenbHble COOGIIEHN, HAPABIEHHEIE Ha KEPTBY;
- Knesera: pacnipoctpanenye 0ckopGHTENbHOI 1 10XKHOM HHPOPMALKK;



- CaMO03BaHCTBO: NEPEBONJIONICHHE B OMPEENEeHHOE JMIO, KOFIA MOLICHHHK
MO3MUMOHMPYET cebst KaK XKEPTBY, HCTIONB3Ys ee NapoJib NOCTYIIA K aKKayHTy B
COLIHANIBHBIX CETAX;

- OOmaHn:  BbIMaHMBaHHE  KOH(MIEHUHATBHON MHpOpMallMK M ee
pacnpocTpaHeHHE, N0y YeHHE MePCOHANBHBIX JaHHBIX H X MyOIHKALUs B CeTH
Huteprer niu nepenaya TeM, KoMy OHa He TpeHA3HAYAIACE.

B 3THX ciydasx oueHb BaKHO OOBACHHUTH 4eJIOBEKY, HYTO €ro TpaBAT
3IOYMBILUICHHHKH, TNPHYeM TpaBAT O€30CHOBATENbHO M HET NPHYMH s
PacCTpOMCTBa, CHMXXEHMA camooueHku. Hano mnokasats, kax JeACTBOBaTL B
COKHMBIIEHCS cUTyauuu. M Bbl He JOJDKHBI IOMyCKaTh TAKOrO B CBOEM KOJUIEKTHUBE,
npy3bs!

ObsizaTesibHo  coobwuTe  B3poCABIM (poauTensiM, poacTBeHHHKaM,
Y4HTEJIAIM) O NIPEC/IeIOBAaHHH Bac WIM BAlllMX OIHOKIACCHUKOB B CETH MHTEpHEeT W
MPUMHTE BMECTE pelleHHe 00 oOpalieHuu B nomuumio. XpaHute MOATBEPXKACHUS
thaxtos Hananenwuit B ceti. He nepesxusaiite B Taiine ot POAHTENEH TaKKe CUTYaLHH.
Ecmi nns TpaBnu mcnonesylor Bamm npomuisie ommGkM MM HETpaBHJIbHOE
TMOBEAICHUE — TOpa3NO MPOUIE Cpa3y NpPHU3HATBCA B 3TOM Ilepel CTApIIMMH, YeM
3aroHATh TpoGieMy BHYTps. He cnemwre BrGpackiBaTh CBOH HeraTHs B Kubep-
MPOCTPAaHCTBO, CO3JaBalTe COOCTBEHHYIO OHJAWH-penyTamuio. M HMKoraa He
NpHHUMAaHTe CaMH y4acTHe B Tpasie Koro-mubo. Bame nocroiinoe NoBeIeHHe
ABJIACTCA IIABHOM 3aLMTOM U rapaHTOM CHIOKOHCTBHS BAC M BALUMX OIH3KUX.

3.3JIOYMBIIIJIEHHUKH B CETH

Hacrasio Bpemsi noroBoputs 06 o4eHb onacHoM ypoBHe HHTEPHET-YIpo3, Ije
LUENBIO SBIISIETECH BhI, @ HE Balll Kowenek. MIMeHHO Bac xouer BHUPTYaJIbHBIN 3/101eH
BOBJI€Yb B NPECTYIHYIO JAEATEIbHOCTS.

Pexnamupys 3ameuaresnbusiii 3apaGoTox 1o PacrnpoCTpaHeHHI0 HAPKOTHKOB,
3anpaluuBas y Bac nu4Hble GoTo 3a 6onbIIMe NeHBIH, WK TpeGys cdororpaduposath
6aHKOBCKYIO KapTy pouTeNeil, 3TH IMYHOCTH HapyILAIOT 3aKoH. Bee 770 - peaibHble
HaKa3yeMble esHHUs, U HHTEPHET B TAKOM CIyyae - JIMIIb BUPTyalbHas pyKa K BaM,
NpOTAruBaeMasi HACTOALNMH T1PECTYTHUKAMH.

3a nocnenHee BpeMs Ppe3KO BO3POCIO  KOJIHYECTBO NPeCTYNIeHHH ¢
HCIIOJIb30BAHHEM [CPENUCOK B COLMAIBHBIX CETAX HJIM MecceHkepax. Bosbuias
4acTh J€TeH, CTaBLIMX OOBEKTOM TAKOrO BHUPTYAIBHOIO HACH/IHA, HEe NOCTHIIH
16-nernero Bospacta. OO6pauiaio Balle BHUMAaHHE Ha TO, 4TO B POCCHIACKOI
®enepaunn ycTaHoBneH o6l 16-neTHUI BO3pacT yronoBHo# OTBETCTBEHHOCTH,
a 3@ OTACJIbHEIE NPECTYIIEHUs ¢ 14-1eTHero Bo3pacra.

Illupokoe pacnpocTpanenne cMapTOHOB, NOCTYIHOCTH HCIOJB3OBAHUS
MHTEPHETA, HEOTPAHHYEHHAd BO3MOXKHOCTH AHOHHMHOIO OOLIEHHS M GBICTPOro



obMeHa (OTO M BHIEO MNO3BOJSIOT JIMLAM, UMEIOIUIAM TIPECTYIHbIE HAMEpEeHHs,
COBEpIIATh MPOTHBONPaBHbIC NEHCTBHS B OTHOLICHWH Bac. OuYeBHHO, YTO B CHIIY
BO3pacTa, MoOOMBITCTBA M YyBCTBA 6E30MaCHOCTH B IOMAIIHKX YCIOBHAX BaM JIETKO
BCTYNaTh B PasroBOpbI Ha Jl0Oble 3alpeTHbIe TEMbl, B TOM YHC/IE Pa3BPalllaoNIero
XapakTepa.

Y Bac MoryT oOMaHHBIM IyTeM y3HaTh HOMEp GaHKOBCKOH KapThl, KOTOpYHO
BO3MOXKHO J1ajlH BaM POAMTENH, U 9TO BhI30BET (HHAHCOBbIE NOTEPH B ceMbe. Takke
BAacC MOTYT CKJIOHHTb K COBEPLICHHUIO NOCTYIKOB, HAPYIIAIOIKX NPaBa JIPYruX JIo/eH,
4TO B KOHEYHOM CHETe MNPHBENET K BOZHHKHOBEHHIO Yy Balled ceMbd npobiewm,
CBA3aHHBIX C HApYLIEHHEM 3aKOHOB, a 5 YBEpPeH, YTO Bbl COBCEM 3TOTO HE XOTHTE.

HMnorna wu3-3a Ballell HEBHMMATE/NBHOCTH MOXKHO OTKDBITh HENOHATHOE
BJIOKEHHE JJICKTPOHHOM IOYTBI MM 3arpy3uTh ¢ caiita HeGe3onacHblif Gatin,
H B KOMIBIOTED MOXET [ONAacTh BPEJOHOCHBIH KOJA, pa3paboTaHHbIl CO 3IbIM
YMBICIIOM.

OnHolt M3 BaXHeHIINX Yrpo3 SBNSETCS BOBIEYEHHE B pacnpocTpaHeHHe
HApKOTHKOB HEpPe3 pas/iHiHbIC coLManbHble ceTH. [ToapocTku 1 Jaxe UX poauTenu He
A0 KOHLA OCO3HAIOT BCEH IMOJIHOTHI OTBETCTBEHHOCTH, KOTOPAS MOXET I10C/IeI0BATD.
Bonee Toro, Ha camoM mepBoM 3Tame HEKOTOphHIE «3aKIATUHKI» BOCITPUHHUMAIOT
POMCXO/MIlee KaK HEeKMil yBieKaTebHbIH KBecT. Kak npaBmio, camu oHu HapKOTHKH
He ynoTpeb/IsioT, MHOIUE - U3 BOJIHE 61arononyyHbix ceMeil. A BOT CPOK, KOTODBIii
TPO3HT MM IO CTaThe 32 COBIT M pPaclpoCTpaHeHHe HAPKOTHKOB: 8-15 neT. Hemao,
npasaa?

4. MOLIEHHUKHU B CETH

WM Mbl, HakoHell, MepexoauM K 3aKMIOYHTENbHONH YacTH HAIIero pasroBopa.
VinTepHeT cTan MecToM, rje MHOTHe NpOBOAST GOJNBUIYIO 4YacTh CBOGH JKH3HH.
[lomumo o6uleHHs, HHTEpHET HaeT OYeHb MHOIO BO3MOMKHOCTEI: COBepLIeHHe
MOKYTOK, IUIAaTeXH 32 pas/H4HBIe YCIYTH, HCMONb30BAHHE TIOCYAAPCTBEHHBIX
MOPTAJIOB Ul 0OpallleHuii rpakiaH.

B nocnenuue rozsl nosiBUIOCH MHOTO MOIIEHHHUKOB, KOTOpBI€ BEIMAHHBAIOT Y
Mojie eHbIH, MONb3YACh UX HErPAMOTHOCTBIO, Ia M MPOCTO HEBHUMATEIbHOCTHIO
npu paboTe B HHTEpHETE.

Camblii pacnipocTpaHeHHBIH BUI HHTEPHET-MOILEHHHYECTBA, [P0 KOTOPBIA Bbl
Y€ HaBCPHJKa CIBIIAIN HEe ONMH pa3, 370 ¢puHKHT. KTo-Hubyas cMoxer ckasats
MHE, 4TO 3TO TaKOe, WIH IIPHBECTH NpuMep Gummnra?

Cnacu6o. OuimHr — 310 Kpaxa Mo6bIX NEPCOHANBHBIX AaHHBIX, OT KOTOPBIX
NPECTyNMHUKH MOTYT MOIYYHTH BHIFOAY. ITO CEpUM M HOMEpa NacnopTOB, PeKBH3HTHI
GaHKOBCKMX KapT M CHETOB, IIapOJIH JUIS BXOAA B 3JEKTPOHHYIO I0YTY, TUIaTEXKHYIO
CHCTEMY M aKKayHTBl B COLMaNbHBIX ceTsX. [lepcoHansHyro HHMOpMaLHIO



MOLIEHHHKH HCIIO/B3YIOT JUIA MOJIYHEeHHS JOCTYINa K JHYHBIM KaOMHETaM, K KOTOPBEIM
MpUBs3aHbl OAHKOBCKHE KapThl, YTO II03BOJISET MOXHMINATH C MX CYETOB ACHEKHbIC
cpencrsa.

Kak 3ammntuth cebs ot ciama u Qpuiumnra? 3aBegure cebe HECKOILKO ajipecoB
3NIEKTPOHHOM noutkl. JIy4iue Bcero umeTh Mo KpaiiHeil Mepe /Ba anpeca. JInyHbi#
apec JJIeKTPOHHOM TIOYTBI JIO/DKEH HMCIONB30BAThCH TOJNBKO JUIA  JIHYHOM
KOPPECTIOHACHUMH, a «ITyOnu4HbIN» ONEKTPOHHBIH ajpec HCMONB3yiTe IS
perucTpauni Ha OOLEeNOCTYNIHBIX GopyMax ¥ B YaTax, a Takke Ui MOANHCKH Ha
MOYTOBYIO PacChUIKY U IpYyTHe HHTEPHET-YCIyTH.

Ceiiuac akTuBHO pacrter urpoBas uHAycTpus. [loaHuMmuTe PYKH, KTO M3 Bac
aKTMBHO HIDaeT B OHNAHH UIPbI7 A KTO U3 BaC HMeeT ILIaTHBIH AKKayHT?

HmeliTe B BTy, YTO HIPOBOE MOLIIEHHHYECTBO — TOKE OYCHB pa3BHTBIH OGu3Hec.
Takue Bewy, Kak KyTJICHHbIH TaHK, HTPOBOE OPYXHE, CKHH I reposi B CTpaTeruu
NPECTABIAIOT COOOM UEHHOCTB, KOTOPYIO MOXKHO YKPAacTh M NOTOM [epenpojaTh 3a
OosblIHe IEHBIH.

3anOMHHTE OYeHb YETKO — POJMTENH AOKHBI GBITH B Kypce BCeX BallMx
ACHCTBHUI B CeTH, CBA3AHHBIX C OHJANH-IaTeXaMH. OHu CMOryT OBICTPO OTMEHHTH
OWKOOYHBIH WM HENpaBHIbHBIH IIATEX WIH 00paTuThCs B MOJMUMIO B Clyyae
MOILLIEHHHYECTBA.

Hukorza, uu npu kakux o6croaTenscTBax He coobuiaiite HHUKOMY PEKBH3HUTHI
IUIACTHKOBBIX KapT, BAIHX WIH pOAMTENbCKHX. OCOOEHHO 3alMIeHHBIMM J0JKHBI
ObiTh PIN-k02151 1 CVV-KOIBI, HaNHCaHHBIe Ha 0GopoTe KapTel. O6paTuTe BHUMaHHe,
4TO JIHYHYI0 HHQOPMALHIO MOXKHO BBOAMTH TOJNBLKO NPH Ge30MacHOM COeIMHEHUN,
Bcerna cmotpute B anpecHyio CTpoky - aapec BeG-cailTa MOMKEH HaYMHATHCS C
«https://», a B uHTepdeiice Gpay3sepa N0KHA IIOABHTHCS HKOHKA 3aMKa.

Ellie HECKOJIBKO COBETOB OT MEHS, €CITH TI03BOJIMTE.

Perynsipno  Beinonusiite pesepsHoe KOMIHPOBAaHME BaXXHOH s  Bac
uHbOpMaLHH, YTOOKI Mepe3arpysKa Balero KOMMNbBIOTEPA, WJIM BBIHYXKIECHHAs CMeHa
NPOrpaMMHOTO 06ecrieueH s BalIero KOMIbIOTepa (aTaKi 3710yMBILIEHHHKOB — 3T0
HE PEIKOCTh U He (PaHTACTHKA), HE CTaja JUIS BaC CIMUILKOM YYBCTBHTEJIBHOM.

Ectb ouens xopomas ¢pasza: «Eciu 4TO-TO 3BYYHT CHMILIKOM XOpOouo, 4TOObI
OBITb INpaBAOW, CKOpee BCEro 3TO Hempasaa». Bce Mbli NoJTy4aiu THCbMa IO
JNEKTPOHHOH moute ¢ obemannem 4vero-uubyapr GecraaTHOro, Harpumep,
MOGHIIEHOTO TenedOoHa HITH GHIICTOB Ha KOHLEPT. DTO TPIOKH, IIPU3BAHHbIE 3aCTABHTS
BAC NepeaarTh JIHYHbIE CBECHUS, HE MOKYNaiTech Ha HUX.

Ewe oaHO npaBuio, KOTOpOE CleyeT 3allOMHHTE: «ITocMoTpuTe B 06e
CTOPOHBI, MPEXKAEC 4YeM MNepexoauTh ynuly». BocnpuHumaiite ee He TONBKO B
OyKBalbHOM, HO M B NepeHOCHOM cmeicie. Hanpuwmep, npexiae, 4eMm cKayarthb
npunoxenne u3 Apple Store uan Google Play, nocMotpu ero peiftuur, nouwraii
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OT3bIBBL: YOEIHCH, YTO OHO HEe HABPENMT TBOeMY ycTpoicTBy. IIpuHUMN «TOayMail,
npexk/ie UeM caenath» OyeT akTyasleH Beeraa.

H nocneanee. Cefivac 1 pasGIOKHPOBKH CMapTOHOB OYEHb MOIMYJISPHBI
OTNEYATOK Najbla U pasbIoKHPOBKa 110 JIHLYY. DTO 04eHb Y100HO H CTHIIBHO, HO €CITH
Bbl XpaHHTE OOJIBIIOH 00beM TMYHOM, BaXKHOMN, KOHOUACHIMATBHON HHbOPMALUH B
Tenedone — ucnonk3yiTe napons u3 4 wugpp. OH ropasy HamexHee U GezomnacHee
HOBBIX CIIOCOOOB pa3bIOKMPOBKH, XOTh H HE CTOJIb GBICTP H y106eH.

3AKJIIOYEHHME

[TonBozst uror BceMy cka3aHHOMY, s MONpPOLIY BAc - GyabTe GAMTENBHE B COTH
TOYHO TaK K€, Kak M B peajbHOH XW3HH. [l1A HArISIHOCTH MPOAEMOHCTPHPYIO
HeOOIBIIYI0 NOAGOPKY HOBBIX THUIOB MOMIEHHHYECTB M HATJIOro o6MaHa rpaXkiax,
KOTOpBIE MOSABUIIMCH B NOC/IEAHKE J1Ba rojia;

1) MoieHHHYeCKHEe Te/lerpaMM-KaHabI.

IIpennarator BHOCHTE (PMHAHCOBBIE CPEJCTBA HA PACUETHBIH CYET H 1eJaTh
CTaBKH B OyKMEKepCKMX KOHTOpaX, HE 3aperMCTPHPOBAHHBIX Ha TEPPUTOPHH
Poccuiickoit ®enepaunn u nedicreyrommx Ge3s suuensuit. Takue KaHalsl 4acTo
NPOABHTAIOT GJIOTepsl, MOTyYas 3a PeK/IaMy 3HAYHTENbHbIE CYMMbI JCHET, TIPH 3TOM
PAI0BbI€ MT0JIB30BATE/IM CTAHOBATCA JKePTBAaMH 06MaHa.

2) IlpeanoxeHus 1O H3rOTOBIEHUIO NOIETbHBIX CepTH(HKATOB O BAKLMHAIMH
win ITIP-recToB B cetu UnTepHer.

Jlymaio, He HyXHO HallOMHHATB BaM, 4TO NOKYIKA H pealu3alis TaKuX Beulei
HaxXoaWTes BHE 3akoHa. Pacckaxute o6 srom pomutensm! Ilpuobperas Taxoid
«cepTHUKAT» Bbl HE TOJNBKO MOJBEPraeTe ONACHOCTH CBOE 340POBbE U MKH3Hb
OKPYXAIOLIHX, HO ¥ CTAHOBHTECH IIOTEHUHAIBHBIM COYYaCTHHKOB MPECTYIUICHHA.

3) «CynepnpuObLUIbHbIE» HHBECTHIIHH.

[lpepniokeruss 0  BIOKEHHH B LeEHHble OyMard OaHKOB  WiH
TEJCKOMMYHHKALMOHHBIX ~ KomnaHui. Takne HHBECTIPOEKTH —«rapaHTHPYIOT)
Oe3ycnoBHBIH BO3BpPAT BIOXEHHOIO KAaNWTana M BHICOKHE NpubbUTH, BMECTE C TeM
KanuTal B MOCIEAYIOIEM He BO3BPAIIAETCH.

4) MnTepHeT-MarasuHbl ¢ HEOGOCHOBAHHO HH3KHMHU LIEHAMM.

MoueHHuKY  CO3MaI0T CaliT HMHTEpPHeT-Mara3suHa M AaKTUBHO 3aIyCcKalT
PeKIamMHbli TpaQuK, 4TOObI BHICBEUMBATLCS HA [IEPBBIX CTPAHHUAX B [OMCKOBBIX
cucTeMax. 3a ToBap TpeGyercs MOJNHAas NpPeJOIUIAaTa, a JOCTABKA OCYIUECTBIAETCS
MCKIIOYUTENIBHO  KypBEpCKOH ClyOOH, CaMOBBIBO3 He mpeaycMoTpeH. Ilocie
NIEPEeBO/a ACHEXHBIX CPECTB MOKYyIIaTeeM, IPOAABELl IEPECTAeT BBIXOAUTH Ha CBS3b
H yAaliseT CalT UHTepHeT-Mara3uHa.

bnaronapro 3a BHHMaHHe. A Teneps s rOTOB OTBETHTH Ha BallH BOIPOCHI
0 TMPOTHBOACHCTBMM NPECTYIUICHHAM B cdepe KOMIBIOTEPHOH UH(OPMALMH,
H 0 ciyx0e B NONHLIKK.



